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1. TepMuHBI U onIpexeSIeHUst

B macrosmeit «llonuThke B OTHOIIEHWH OOpaOOTKH TIEPCOHANBHBIX JTaHHBIX)
UCMOJb3YIOTCS CIEAYIONINE TEPMUHBI I UX OMPEACTICHUS:

1) mepcoHa/ibHBIEe JaHHBble — J00ass MH(OpMAIMs, OTHOCSIIASACS K MPSAMO HWIH
KOCBEHHO  OIpE/eJICHHOMY WJIM  ompenenseMomMy  Qusmdyeckomy July (cy0ObekTy
NEePCOHAJIBHBIX IAHHBIX), B TOM Yncie (GaMIIUs, UM, OTUYECTBO, aTa U MECTO POXKICHHUS,
aapec, Homep tenedona, mpodeccus, oopazoBaHue;

2) omepaTop — roCyJapCTBEHHbII OpraH, MyHULUIIAJIbHBIA OPraH, IOpUAMYECKOE WU
buznyeckoe JUI0, CAMOCTOATEIBHO WJIM COBMECTHO C JAPYTMMH JIMLIAMU OPTaHU3YIOUINE U
(MH) OCYILECTBIISIONINE 00pabOTKy MEPCOHATIBHBIX JAaHHBIX, a TAK)KE ONMpPEIEIISIONINe EeIn
00pabOTKM MEepCOHANBHBIX JIAaHHBIX, COCTaB MEPCOHANbHBIX JaHHBIX, MOJJIEKAIINX
00paboTke, nericTBUs (Omepalym), COBEpIIaeMbIe ¢ IePCOHATHHBIMU JAHHBIMU;

3) oOpaboTka TmepPCOHAJBbHBIX JAaHHBIX — JI00O¢ JelcTBHEe (omepanus) WU
COBOKYIHOCTh JIGUCTBHI  (Omepaiuii), COBEpIIAEMbIX C UCIOJIb30BAHUEM CpPEJICTB
aBTOMaTHU3alMu Wik 0e3 HUCHOJIb30BAaHUS TAaKUX CPEJICTB C MEPCOHAIBHBIMH JaHHBIMU,
BKJTI04ast cOOp, 3ammch, CHCTEMATH3AIMI0, HAKOIJICHHE, XpaHEeHHEe, YTOYHEeHHnEe (0OHOBIICHHE,
W3MEHEHHUE), U3BIICUCHHE, MCIIOJIb30BaHUE, Iepenadyy (pachpocTpaHeHHUe, IMpeaocTaBlIeHUE,
J0CTyI), 00e3MunBaHme, OJIOKMPOBAaHUE, YIAICHNE, YHUYTOKECHNE TIEPCOHATBHBIX JaHHBIX;

4) aBTOMATH3MpPOBaHHasi 00padoTKa MePCOHAJBbHBIX [JaHHBIX — o00paboTka
[EPCOHAIBHBIX JAHHBIX C IOMOIIBIO CPEJICTB BEIUUCIUTEIbHON TEXHUKH;

5) pacnpocTpaHeHHe NEpPCOHAJIbHBIX [AHHBIX — JCHCTBHUS, HANpaBlICHHBIE Ha
PacKpbITHE EPCOHANIBHBIX JAHHBIX HEONPEIEIIEHHOMY KPYTY JIMLI;

6) mpeaocTaB/ieHHe TMEPCOHAJBHBIX JAHHBIX — JICHCTBUS, HAINpaBlIEHHBIE Ha
PacKpbITHE EPCOHAIBHBIX JaHHBIX ONPEIEICHHOMY JIMILY WK ONPEAEIEHHOMY KPYTy JIHII;

7) 610KMpOBaHUE NMEPCOHAJBHBIX JAHHBIX — BPEMEHHOE MpeKpalieHue oopadoTKu
NEPCOHANBHBIX JaHHBIX (32 HWCKIIOYEHHEM CciydaeB, eciu o0OpaboTka HeoOXoauma Jyis
YTOYHEHHUSI IEPCOHAIBHBIX TaHHBIX );

8) YHMYTOKeHHMe TePCOHAJBLHBIX [JAHHBIX — JIEHCTBUS, B pPE3yJbTaTe KOTOPBIX
CTAaHOBUTCS HEBO3MOXHBIM BOCCTAHOBHUTH COJEp)KAHUE IMEPCOHANbHBIX JAaHHBIX B
MH(OPMALIMOHHOM CHCTEME NEePCOHAIBHBIX JaHHBIX M (WIM) B pe3ylbTare KOTOPBIX
YHHMUTOKAIOTCA MaTEPUAIIbHBIE HOCUTEIH IIEPCOHANBHBIX JAHHBIX;

9) oGe3nuunMBaHHMe MEPCOHAJBHBIX AAHHBIX — JECHCTBUS, B pe3ylbTare KOTOPBIX
CTaHOBUTCS HEBO3MOXHBIM 0€3 HCIOJIb30BAHUS JONOIHUTENBHON MH(pOpMAMK ONpPENEIUTh
MPUHA]JIEKHOCTD NTEPCOHATIBHBIX TAHHBIX KOHKPETHOMY CYOBEKTY MEPCOHANBHBIX JAHHBIX;

10) wuHdopManMOHHAsE CHCTeMAa MEePCOHATBHBIX JAAaHHBIX — COBOKYIHOCTb
coJiepkaluxcs B 0a3ax JaHHBIX MEPCOHAIBHBIX JaHHBIX U 00ECIEeUUBAIOLIUX UX 00pabOTKy
UH(POPMALIMOHHBIX TEXHOJIOTUN M TEXHUYECKUX CPEJICTB;

11) TpaHcrpaHu4YHas nepegaya MepPcOHAJBHBIX JAHHBIX — M€pe/iaya MepcoHaIbHBIX
JaHHBIX HA TEPPUTOPUI0 HMHOCTPAHHOIO TOCYAAapCTBAa OpraHy BJIACTH HWHOCTPAHHOTO
rocy/1apcTBa, UHOCTPAHHOMY (M3UUYECKOMY JIMILY WJIM HHOCTPAHHOMY FOPUINYECKOMY JIUILY.

2. Ha3nayenue 1 npaBoBasi OCHOBA JOKYMEHTA

[Tomutuka OO0 «AiTudDm» (manee mo Texkcty — OpraHuszanusi) B OTHOLIEHUU
00paboOTKM MEpPCOHANBHBIX JAaHHBIX (Haysee mo TekcTy — llomuThka) ompenenser cucremy
B3IJIAJI0B Ha IpobieMy obecrieueHus: 6€30MacHOCTH NePCOHANBHBIX JTaHHBIX M MPEACTaBIsSIeT
co00i1 cucTeMaTU3MPOBAHHOE U3JIOKEHUE 1eJIel U 3a/1a4 3alIUThl, KaK OJTHO MJIM HECKOJIBKO
OpaBui, MPOLEAYpP, MPAKTHMYECKHMX MPHEMOB M PYKOBOJAIIMX TNPUHIMIIOB B 00JacTu
nH(pOpPMAITMOHHOW 0e30MaCHOCTH, KOTOPBIMH PYKOBOJACTByeTcss OpraHuzanusi B CBOEH
JESATENIBHOCTH, a TaKKe€ OCHOBHBIX IPUHLUIIOB IIOCTPOEHHUS, OpPraHU3aLMOHHBIX,
TEXHOJOTMYECKUX U TPOLETYypPHBIX acCHeKTOB obOecredeHusi 0e30MacHOCTU IMEePCOHATbHBIX
JAHHBIX.

3akoHogaTtenbHOM  ocHOBOM  Hacrosmied [lomutuku  sBisroress  KoHcruTyuus



Poccniickoit @enepauuu, I'paxnanckuii, YronoBHseldi U TpynoBon koxekcel, PenepanbHbIil
3akoH oT 27.07.2006 No 152-®3 «O mnepcoHalIbHBIX JaHHBIX», 3aKOHBI, YKa3bl,
MOCTAaHOBJICHUS, JPYyrd€ HOPMATUBHBIC JIOKYMEHTHI JIEUCTBYIOIIETO 3aKOHOAATENIbCTBA
Poccuiickoit ®enepannu, nokymeHTel @CTIOK nu ®Cb Poccum.

Ncnonp3oBanue nanHoi [10JUTHKM B Ka4€CTBE OCHOBBI JJISI IOCTPOEHUSI KOMIUJIEKCHOM
cucTeMbl MH(POPMAITMOHHON 0€30MaCHOCTH MEPCOHAIBHBIX JaHHBIX OpraHu3anuy MO3BOJIUT
ONTUMHU3HPOBATH 3aTPAThI HA €€ MOCTPOCHHUE.

IIpu paspaborke IloNMTHKKM  yYUTHIBAIUCH OCHOBHBIE IPHUHIUIIBI  CO3JAHUS
KOMIUIEKCHBIX CHUCTEM oOecrieueHuss O0e30macHOCTH HH(OpMAaIH, XapakTEepPUCTUKH U
BO3MOXKHOCTH ~ OPTraHU3alMOHHO-TEXHUYECKUX METOJIOB M COBPEMEHHBIX allllapaTHO-
MPOTPaMMHBIX CPEJCTB 3aIUTHI M MPOTUBOJCHCTBHS yrpo3am 0e30MacHOCTH HHPOPMAITUH.

OcHoBHble moJokeHHS [lomuTukM 0a3upyrOTCSd HA KAYeCTBEHHOM OCMBICIICHUH
BONIPOCOB 0e30MacHOCTH HMH(OpMAIMK W HE 3aTPardBalOT BOMPOCOB IKOHOMHUYECKOTO
(KOJIMYECTBEHHOT'0) aHaJM3a PUCKOB M OOOCHOBAaHWS HEOOXOIMMBIX 3aTpaT Ha 3alluTy
uHpOpMaLnu.

3. OcHOBHBbIE 00bEKThI CUCTEMBbI 0€30IIACHOCTH MEPCOHATbHbBIX TaHHBIX

OCHOBHBIMH 00BEKTAMU CUCTEMBI 0€30IIaCHOCTH NIEPCOHANIBHBIX JTaHHBIX B OpraHuzanuu
SIBJISTFOTCSI:

— uH(GOPMAIMOHHBIE PECYPCHI C OTPAaHUYEHHBIM JOCTYIIOM, COAEPIKAIIIE EPCOHATHHBIE

JIaHHBIC;

— TIpOIecChl 00pa0OTKHM TMEPCOHATBHBIX JAHHBIX B HWH(POPMALMMOHHBIX CHCTEMax
MEePCOHANTBHBIX TaHHBIX OpraHu3anuu, THPOPMAIIMOHHBIE TEXHOJIOTUH, PETJIAMEHTHI U
npouenypel coopa, oOpabOTKH, XpaHEHHS U Tepenaud HH(POpMalUu, MepCcOoHA
pa3paboOTYUKOB U TOJIL30BATENICH CUCTEMBI U €€ 00CITY>KUBAIOIIHI ITEPCOHAT;

— uHbopMallMOHHAs MH(PACTPYKTypa, BKIIOYAIOIIAs CUCTEMbI OOpaOOTKM M aHaIM3a
nH(OpMaIMK, TEXHUYECKHE M IMPOrPaMMHBIE CPEICTBAa €€ O00pabOTKH, Nepenayn U
oTOOpaKeHWs, B TOM 4YHCIE KaHalbl WHQPOPMAIMOHHOTO OOMEHAa W
TEIEKOMMYHUKAIIMU, CHUCTEMbl W CpEACTBA 3allUThl HH(POpPMALUU, OOBEKTHI U
IIOMEUIEHNS, B KOTOPBIX pAaCHOJOXKEHbl TEXHUYECKHE CpelacTBa 00pabOTKU
MIEPCOHANBHBIX JTAHHBIX.

4. UnTtepechbl Cy0beKTOB HH(POPMAIMOHHBIX OTHOILIEHH i

CybObekramu WHGOPMAIMOHHBIX OTHOIICHMH TpU oOOecreueHuu Oe30MacHOCTH

MEPCOHANIbHBIX TaHHBIX OpraHu3aiiuy sBISIOTCS:

— Opranuzanus, Kak cCOOCTBEHHUK MH()OPMAIIMOHHBIX PECYPCOB;

— PYKOBOJCTBO U COTpYAHUKH OpraHu3anuy, B COOTBETCTBUHU C BO3JIOKEHHBIMHU HA

HUX (PYHKIUIMU;

— (usnueckue aula, He ABIsIoIMecs coTpyHukaMu Opranus3aiyu, HO UMEIOLUMU C

HEU OTHOLLIEHUS.

[lepeuncnennple CyObEKThl HMH(POPMAIMOHHBIX OTHOLIEHWH 3aMHTEPECOBAHBI B

o0ecreueHnHn:

— CBOEBPEMEHHOI'O JIOCTyNa K HEOOXOOUMBIM HM NEPCOHAJIBHBIM JIaHHBIM (UX
JIOCTYITHOCTH);

— JIOCTOBEPHOCTHU (IIOJHOTHI, TOYHOCTH, aJIeKBaTHOCTH, 1IEIOCTHOCTH) MEPCOHATIBHBIX
JTAHHBIX;

— KOH(MUIEHIMAIBLHOCTU (COXpAaHEHHUs B TailHe) NePCOHANIbHBIX JaHHbIX;

— 3allUThl OT HAaBA3BIBAHHWA UM JIOKHBIX  (HEIOCTOBEPHBIX, HCKAKEHHBIX)
MIEPCOHANIBHBIX TAHHBIX;

— pasrpaHWYeHHs] OTBETCTBEHHOCTHM 3a HapyIIeHWss UX NpaB (MHTEPECOB) H
YCTaHOBJICHHBIX MPABUJI OOpaIeHHsI C IEPCOHAIBHBIMU JIaHHBIMH;

— BO3MOXHOCTH OCYIIECTBJIEHUS HENIPEPHIBHOI'O KOHTPOJIS U YIIPaBJIECHUsI IPOLIECCAMU
00paboTKH M Mepeadn NepCOHAIBHBIX 1aHHBIX;



— 3allluThl HepCOHaHLHLIX JAHHBIX OT HC3aKOHHOT'O paCHPOCTpaHeHI/IH.

4.1. llenu 3am1uTHL.

OCHOBHOH 11€J1b10, HA JOCTH)KEHHE KOTOPOM HAINpaBJIEHbl BCE MOJOKEHUS HACTOSIIEH
[TonutHky, sBAsSETCS 3ammTa CyOBEKTOB MH(OPMAIMOHHBIX OTHOIIEHUH OpraHu3alnud OT
BO3MO>KHOTO HaHECEHUSI UM MAaTePUAIBHOTO, (DU3MYECKOTr0, MOPaIbHOTO WIIM WHOTO YIIepoa,
MOCPEJICTBOM CITYYalHOTO WJIM MPEAHAMEPEHHOTO BO3JCUCTBUS Ha TEPCOHAJBHBIC JTaHHBIE,
WX HOCHUTEIH, MPOIIECCH 00pa0OTKH U MepeIadm.

VYka3zaHHas 1edb  JOCTUTAETCS  IOCPEJICTBOM  OOECIIEUCHHUS] H  IOCTOSTHHOTO
HOI[Z[ep)KaHI/ISI CJIeI[yIOH_[I/IX CBOﬁCTB HepCOHaJIBHBIX JAHHBIX

— JOCTYHHOCTH IEPCOHAIBHBIX JaHHBIX JUIS JIETAJbHBIX 0Jb30BaTeNel (YCTOHYNBOTO
(GYyHKIMOHUPOBAHUS MHPOPMALMOHHBIX cucTeM OpraHu3alyy, Mpu KOTOPOM I0JIb30BATEIH
UMEIOT BO3MOXKHOCTb IOJyYEHHMs] HEOOXOIMMBIX IEPCOHAJIBbHBIX JAHHBIX U PE3yJbTaToOB
peleHus 3aa4 3a IpUeMIIeMOoe JIJIsl HUX BpeMs);

— LEJIOCTHOCTU M AyTEHTUYHOCTH (TIOATBEP)KICHHE aBTOPCTBA) IEPCOHAIBHBIX
JMAHHBIX, XpPAaHUMBIX U oOpabaThiBaeMbIX B HH(POPMAIMOHHBIX cucTtemMax OpraHuzauuu U
repeaBacMon 1o KaHajlam CBS3U;

— KOHQUICHINAILHOCTH — COXPAHEHUS B TailHE ONpE/IENICHHOIN YacTH MEepCOHANBHBIX
JTAHHBIX, XPAaHUMBIX, 00padaThIBaeMbIX U MEpelaBaeMbIX MO KaHAIaM CBSI3H.

HeoOxoauMelli  ypOBEHb JIOCTYIHOCTH, LEJIOCTHOCTH M  KOH(WACHIMAIbHOCTH
NEPCOHANBHBIX JTaHHBIX 00ECTIEYMBACTCS COOTBETCTBYIOIIMMH MHOXKECTBY 3HAYMMBIX YIpO3
METOJIaMH ¥ CPEACTBAMH.

4.2. OcHOBHBIE 33JJa4l CUCTEMBI 0OecrieueHHs 0€30I1aCHOCTH EPCOHAIBHBIX JTaHHBIX

Jns MOCTHIXKEHHS. OCHOBHOM LIeNIM 3allUThl M OOECIe4YeHUs YKa3aHHBIX CBOWCTB
NMEPCOHAIBHBIX ~ JaHHBIX CHCTEMa  oOecredeHus HHQPOPMAIMOHHOW  0e30MacHOCTH
Opranuzanuu goinkHa o0ecrieunBaTh 3((HEKTUBHOE PEIIeHUE CIeIyIOIUX 3a/au:

— CBOEBPEMEHHOE BBISBICHHE, OLIEHKA M IPOrHO3MPOBAHHE HCTOYHHKOB Yrpo3
nH(}OPMaLMOHHON 6€30MacCHOCTH, TPUYUH U YCIOBUMN, CIIOCOOCTBYIOIINX HAHECEHUIO YIepOa
3aMHTEPECOBAHHBIM CYyOBbEKTaM WH(POPMALMOHHBIX OTHOLICHWH, HAPYHICHUIO HOPMAIBLHOTO
byHKIIMOHUpOBaHUs HHOOPMALIMOHHBIX cucTeM OpraHu3aluu;

— CO3JaHHUC MCXaHU3Ma OIICPATHUBHOTO PpCarupoBaHUA Ha YIrpO3bl 0e30I1acHOCTH
I/IHq)OpMaI_II/II/I N HCTATHUBHBIC TCHACHIINH

— CO3JaHME YCIOBUM JJs MHHMMM3ALUMM U JIOKAJU3allMd HAHOCUMOIro yiiepoa
HEMPaBOMEPHBIMH JACUCTBUAMH (PU3NYECKUX U FOPUAMUYECKHUX JIUL], OCIa0IeHUEe HEraTUBHOTO
BIIUSTHUS M JIMKBUJIALUS TIOCTIEICTBUN HapyllIeHHs 0€301acHOCTH MH(pOpMAIUH;

— 3alIUTy OT BMeELIAaTelIbCTBA B IMpolecc (YHKIMOHUPOBAHUS HH(OPMAIIMOHHBIX
cucteM OpraHusaly MOCTOPOHHUX JHIl (AOCTYN K MH(OPMALMOHHBIM pecypcaM JIOJKHBI
MMETH TOJIBKO 3apPErMCTPUPOBAHHBIE B YCTAHOBICHHOM MOPSIKE II0JIb30BATENHN);

— pasrpaHMYEHHME JIOCTyla IoJib30BaTelel K MH(DOPMAIMOHHBIM, allapaTHbIM,
OporpaMMHBIM M HMHBIM pecypcam OpraHuzanuu (BO3MOXHOCTh JOCTYINA TOJBKO K TeM
pecypcam U BBIIOJIHEHHS TOJIBKO TEX ONEpaluii ¢ HUMHU, KOTOpble HEOOXOAUMbI KOHKPETHBIM
MOJIb30BATENSIM JJIsi BBIOJHEHUSI CBOMX CIIY)KE€OHBIX OOS3aHHOCTEH), TO €CTh 3alIUTy OT
HECaHKIMOHUPOBAHHOTO JIOCTYTIA;

— o0ecreyeHre ayTeHTU(PHUKAIMH TT0JIb30BaTeNel, yJyacTBYIOIIUX B MH(POPMAITMOHHOM
oOMeHe (MOoATBEepk ACHNUE MOATMHHOCTH OTIIPABUTENS U MOIydaTess HHPOpMaIun);

— 3alIUTy  OT  HECAaHKIHMOHUPOBAHHOM  MOAM(DUKALMK  HCIOJIB3YEMBIX B
nH(pOpMalMOHHBIX cucTeMax OpraHuzali MPOrpaMMHBIX CpPEACTB, a TakKe 3alluTy
CUCTEMBl OT BHEAPEHUs HECAHKLIMOHUPOBAHHBIX IIPOIPAMM, BKIIOYas] KOMIIbIOTEPHBIC
BHUPYCBI;

— 3aluTy I/IH(i)OpMaI_[I/II/I OrpaHUYCHHOI'0 IIOJIb30BAHHUA OT YTCUKHU IO TCXHUYCCKUM
KaHaJIaM IIpH €€ 06pa60T1<e, XpaHCHUH U ICpeaayeC 1o KaHajlaM CBA3HU.



4.3. OCHOBHBIE ITYTH PEILICHUS 3a7a4 CUCTEMBI 3aLTUTHI
[TocraBiieHHBIE OCHOBHBIE IICNTM 3alllUTHI W PEIICHHE IMEPEUUCICHHBIX BBIIIC 3a7ad
JOCTUTAIOTCSI:

— CTPOTMM Y4YETOM BCeX IMOJUIekKAIUX 3alUTe PECypcOB MH(OPMAIMOHHBIX CHUCTEM
Opranmzauuu  (MHpOpManuu, 3a7ad, JOKYMEHTOB, KaHAJOB  CBSI3M, CEPBEPOB,
aBTOMAaTU3UPOBAHHBIX PaOOYUX MECT);

— perucTtpanuel JeWCTBHA MEepCoHaANa, OCYIIECTBISIONEro 00paboTKy MepcoOHaTbHBIX
JTAHHBIX;

— TOJHOTOH, pEAJIbHOW BBIMOJIHUMOCTBIO U HEMPOTUBOPEYMBOCTHIO TpeOOBaHUMN
OpraHU3alMOHHO-PACHOPSAUTENBHBIX JOKYMEHTOB OpraHuzanuu 1o BoIpocaMm 00paboTKH
IIEPCOHAIIBHBIX JIaHHBIX;

— MOJATOTOBKOM JOKHOCTHBIX JIUI (COTPYAHUKOB), OTBETCTBEHHBIX 32 OPTaHU3ALIUIO U
OCYIICCTBIICHUE  MPAKTUYCCKUX  MEPONPHSTHA 1O  00eCreYeHHr0  0e30MacHOCTH
MEPCOHAIBHBIX JAaHHBIX U MPOLIECCOB UX 00PaOOTKH;

— HaJIeJICHUEM KaXXJIOro COTpYJIHHUKa (MOJb30BaTelisl) MUHHUMAIBHO HEOOXOIUMBIMHU
JUTSL BBITIOJTHEHUSI UM CBOUX (PYHKIIMOHAIBbHBIX O0S3aHHOCTEH MOJTHOMOYHUSMH IO JIOCTYIY K
nH(pOpMalMOHHBIM pecypcaM OpraHuzaiuu;

— YETKUM 3HaHMUEM U  CTPOTMM  COOJIIOJIEHMEM  BCEMHM  IOJb30BATEISIMU
uH(popMalMOHHbIX cucTeM OpraHuzanuu TpeOOBaHUM OpraHU3alMOHHO-PACIOPSAUTEIbHBIX
JIOKYMEHTOB 110 BOIlpocaM obecrieueHus: 0e30macHocTy HH(popMaIumy;

- HepCOHaﬂbHOf/'I OTBCTCTBCHHOCTHKO 3a CBOU IICfICTBI/I?I KaXaoro cCoTpyaHuKka, B
paMKax CBOMX ()YHKIIMOHAJIBHBIX OOS3aHHOCTEH HMEIOIIEro JOCTYN K HH(POPMAIMOHHBIM
pecypcam OpraHuzaiuu;

— HEeNpepbIBHBIM MOAJIEPKAHUEM HEOOXOIMMOIr0 YpPOBHSI 3alllUIIEHHOCTH 3JE€MEHTOB
uH(pOpMaLlMOHHOM cpebl Opranuzanuu;

— IpUMEHEHHeM (U3MUECKUX U TEXHHYECKHX (IIPOrpaMMHO-AIIAPaTHBIX) CPEACTB
3aIUTBl  PECYPCOB CHUCTEMBI W HEIPEPBIBHONW AJMUHUCTPATUBHOM IMOIIEPKKONM HX
UCIIOJIb30BaHUS;

— 9(peKTUBHBIM KOHTPOJIEM HaJ[ COOJIOJIEHUEM IOJIHb30BaTEIIMU WH(OOPMAITMOHHBIX
pecypcoB Opranuzanuu TpeOboBaHUil MO o0ecrieueHno 6€30MacHOCTH HHPOPMAIIHH;

— IOpUAMYECKOM 3amuTod uHTepecoB OpraHuzalnuu IpU  B3aUMOAECUCTBUU C
BHEIIHUMH OpraHU3alusMU (CBSA3aHHOM C OOMEHOM NepCOHAJbHBIMU JaHHBIMH) OT
IIPOTUBOIIPABHBIX  JEUCTBUH, Kak €O CTOPOHBI OTUX OpraHu3aluid, TakKk U OT
HECaHKIIMOHUPOBAHHBIX JEHCTBUI 00CIIYKHMBAIOIIETO MIEPCOHANA U TPEThUX JIULI.

5. IlocTpoenune n pyHKUMOHNPOBAHUE CHCTEMbI 00ecniedeHHsl 0e30MaCHOCTH
MEePCOHANBHBIX JaHHbIX Opranu3anumn

[Toctpoenue cucremsl, oOecrieueHHs OE30MACHOCTH  MNEPCOHANbHBIX  JIaHHBIX
Opranuzanuu, U ee (YHKIMOHUPOBAHUE JOJDKHBI OCYIIECTBISTHCS B COOTBETCTBUU CO
CIEAYIOIIUMHA OCHOBHBIMU IIPUHIUIIAMU:

— 3aKOHHOCTb;
— CHCTEMHOCTb;

— KOMIIJIEKCHOCTB,

— HEMpPEepBhIBHOCTS;

— CBOEBPEMEHHOCTH;

— MPEEeMCTBEHHOCTh U HEMIPEPHIBHOCTH COBEPIICHCTBOBAHUS;

— pasyMHas OCTaTOYHOCTH (IKOHOMHYECKAs IeIeCO00pa3HOCTD);
— TepCcOHAIbHAS OTBETCTBEHHOCTH;

— MHUHHMMU3AIIUA HOJ'IHOMO‘IHfI;



— HCKJIIOYEHHE KOH(IJINKTA HHTEPECOB;

— B3aMMOJEHCTBHUE U COTPYIHUYECTBO;

— THUOKOCTH CHCTEMBI 3aIIUTHI;

— OTKPBITOCTH AJITOPUTMOB U MEXaHU3MOB 3aLUTHI;
— IPOCTOTA IPUMEHEHHUS CPEJICTB 3ALLUTHI;

— 00OCHOBAHHOCTb U TEXHUYECKAsl PEATU3yeMOCTh;
— creuuanu3anus 1 npoheccuoHaIn3M;

— 00513aTeNIbHOCTh KOHTPOJIS.

5.1. 3aKOHHOCTb

[Ipeamnonaraer OCYIIECTBIEHUE 3alUTHBIX MEPONPUATHH U pPa3pabOTKy CHCTEMBI
0€30MaCHOCTH NEPCOHAIbHBIX JaHHbIX OpraHus3alid B COOTBETCTBUM C JACHCTBYIOLIUM
3aKOHOJATEIbCTBOM B 00JAaCTHM 3aIUThl MEPCOHANbHBIX JAHHBIX, a TaKXke ApYrux
3aKOHOJATENBHBIX aKTOB MO Oe3omacHoctd wuH(popmanmuun PP, ¢ mnpumeHneHumeMm Bcex
JIO3BOJICHHBIX METOJIOB OOHApy)XEHUs M IpeceueHusl IpaBOHApyLIEHUH mnpu pabore ¢
NEPCOHAIbHBIMU JAaHHBIMH. [IpuHATHIE Mepbl 0€30IaCHOCTHM NEPCOHAIBHBIX JAHHBIX HE
JIOJDKHBI MIPENATCTBOBATh JOCTYIY IPABOOXPAHUTENBHBIX OPraHOB B IPEIyCMOTPEHHBIX
3aKOHOJATEILCTBOM CIIyYasix.

Bce mnonp3oBarenn wuHpopManuoHHbIX cucteM OpraHuzanuu  JOJDKHBI  UMETh
npefcTaBiIeHne 00 OTBETCTBEHHOCTH 3a IpaBOHApymieHWss B oOxacté  00paboTKu
HEPCOHAIBHBIX JIaHHBIX.

5.2. CucremMHOCTb

CucTeMHBIM OJIXOA K MOCTPOSHHUIO CUCTEMbI 3aluThl MH(opManuu B OpraHuzanuu
IpelIoyiaraeT y4eT BCEX B3aMMOCBSI3aHHBIX, B3aUMOJICHCTBYIOIIMX U H3MEHSIOIIUXCS BO
BPEMEHHU »HJIEMEHTOB, YCIOBUH U (aKTOpPOB, 3HAYMMBIX [UId IOHMMAaHUS U pELICHUs
po0iieMbl obecrieueHus: 0€30MaCHOCTH EPCOHAIBHBIX JaHHbBIX.

[Tpu co3zmaHMM cucTeMBbl 3alUThl JOJDKHBI YYUTHIBAaTbCS BCe ciladble W Hambosee
ySI3BUMBIE MeCTa MH()OPMAIMOHHBIX cucTeM OpraHu3amnuy, a TaKKe XapakTep, BO3MOKHBIC
O0BEKTHl M HANpaBIECHUS aTak Ha Hee CO CTOPOHBl Hapywmutenae (ocoOeHHO
BBICOKOKBAJIN(PUIIMPOBAHHBIX 3JI0YMBIIIJIEHHUKOB).

Cucrema 3amMTHl TOJDKHA CTPOUTBHCS C YYETOM HE TOJBKO BCEX M3BECTHBIX KaHAJIOB
IPOHUKHOBEHUS M HECAHKIIMOHUPOBAHHOIO J0CTyna K HH(OpManuu, HO U C Y4YETOM
BO3MOKHOCTH IOSIBJIIEHUS IPUHLIUITHAIEHO HOBBIX YTEH peaan3aniu yrpo3 6e30MacHOCTH.

5.3. KomruiekCHOCTh

KoMmmuiekcHOe MCTOIBb30BaHUE METONOB M CPEACTB 3aLIUThl KOMIBIOTEPHBIX CHUCTEM
IpeJroiiaraeT COrJacOBaHHOE NPUMEHEHHUE pPAa3HOPOJIHBIX CPEICTB IMpPH MOCTPOSHUU
LIEJIOCTHOM CHUCTEMbI 3alllUThl, MEpPEKpbIBAIOIIEH BCE CYIIECTBEHHbIE (3HAYMMBIE) KaHAJbI
peanusaiuu yrpo3 U He cojepkailel ciadblX MECT Ha CThIKaX OTJENbHBIX €€ KOMIIOHEHTOB.
3ammra J0JDKHA CTPOMTHCS SIIETIOHUPOBAaHO. BHEIIHsAA 3amMra J0JDKHA oOecreyrBaThes
(Gu3NYECKUMU CPECTBAMH, OPraHU3ALMOHHBIMU U MIPAaBOBBIMU MEPaMH.

5.4. HenpepbIBHOCTH 3aIIUTHI

ObecnieueHne 0€30MaCHOCTH IMEPCOHAIbHBIX JaHHBIX — IPOLECC, OCYIIECTBIISEMBbII
pykoBoJcTBOM OpraHu3anuu, OTBETCTBEHHBIMHU 32 OpraHU3aluio 00paboTKH MepCOHAIBHBIX
JTAHHBIX W COTPYJHMKAaMH BCEX YpPOBHEH. DTO HE TOJBKO M HE CTOJBKO MPOLEAypa HIH
MIOJINTUKA, KOTOPasl OCYLIECTBIIAETCS B ONPEAEIECHHBIA OTPE30K BPEMEHU WIJIM COBOKYITHOCTD
CPEICTB 3alIUThl, CKOJIBKO IMPOILECC, KOTOPBIA JOHKEH MOCTOSHHO HMJATH Ha BCEX YPOBHAX
BHYTpH OpraHuszanuu M Kaxaeli coTpyaHuk OpraHu3anuu JOJDKEH NMPUHUMATh ydacTHE B
9TOM mporiecce. JleaTenbHOCTh 10 o0ecnedeHn0 HHPOPMaAITMOHHON 0€30MacHOCTH SIBIISACTCS
COCTaBHOM YacThIO MOBCETHEBHOM nestenbHOocTH Opranuzamuu. U ee sddexkTuBHOCTH
3aBUCUT OT YydacTus pykoBoacTBa Opranmzanuu B oOecrneueHun WHPOPMAIMOHHON
0€30MacHOCTH NMEPCOHATIbHBIX TAHHBIX.



Kpome TOro, OONBIIMHCTBY (UIMYECKUX U TEXHHUECKHUX CPEICTB 3aIIUTHI IS
3(PEKTUBHOTO BBIMOTHEHUSI CBOMX (PYHKIMH HEO0OXOJMMa IMOCTOSHHAS OpraHU3aI[MOHHAS
(amMUHUCTpATUBHAS) TOJJICPKKa (CBOEBpEMEHHAasi CMEHAa W OO0eCTeueHHe MPaBHIBLHOTO
XpaHEHUs U MIPUMEHEHUS UMEH, apoJieid, epeorpeielieHle MoTHOMOYni U T.11.). [lepephiBbl
B paboTe CpPeACTB 3alIUTHl MOTYT OBITH MCIOJB30BAHBI 3JIOYMBIIUICHHUKAMU JUIsS aHAIN3a
MPUMEHSIEMbIX METOJOB U CPEJICTB 3aLUTHI, Ui BHEIPEHUS CICIHAIBHBIX IPOrPAMMHBIX U
anmapaTHbIX «3aKJIAJA0K» U APYTUX CPEACTB MPEOI0JICHUS 3aIUTHI.

5.5. CBOEBPEMEHHOCTh

[lpeamonaraer  ynpexpgaromuii  Xapaktep Mep  obOecneueHus:  0e30macHOCTH
MEPCOHAIBHBIX JaHHBIX, TO €CTh MOCTAHOBKY 3a/1ay M0 KOMIUIEKCHON 3alllUTe NMEePCOHATbHBIX
JAHHBIX M peanu3aiuio Mep odecrieueHust 6€30MacHOCTH MMEPCOHATIBHBIX JAHHBIX HA PAHHUX
CTaAUAX pa3pabOTKH HH(OOPMALIMOHHBIX CUCTEM B IEJIOM M UX CHCTEM 3alUThl, B YaCTHOCTH.

PazpaboTka cucTembl 3alIMTHl JOJDKHA BECTUCh HApaIeNIbHO € Pa3pabOTKOM
pa3BUTHEM CaMHX 3alUIIAEMbIX HWH(OPMAIMOHHBIX CHCTEM. OTO IMO3BOJIUT YUYECTh
TpeOoBaHUSI OE30MaCHOCTH NPU IMPOSKTUPOBAHUU APXUTEKTYPbl M, B KOHEYHOM CUETe,
co3nath Oosnee ddexTuBHBIC (Kak IO 3aTparaM PECypcoB, TaK M MO CTOMKOCTH) CHUCTEMBI,
o0JaaroImye T0CTaTOYHBIM YPOBHEM 3aIUIIEHHOCTH.

5.6. IlpeeMCTBEHHOCTh U COBEPUICHCTBOBAHUE

[Ipeamonaraer TOCTOSHHOE  COBEPIICHCTBOBAHWE MEpP H  CPEICTB  3aIIUTHI
MEPCOHANBHBIX JTaHHBIX HA OCHOBE IPEEMCTBEHHOCTH OPTaHM3AI[MOHHBIX U TEXHHYECKUX
pelIeHU, KaJpoBOIO COCTaBa, aHajln3a (YHKIUOHUPOBAHMS MHQPOPMAIMOHHBIX CHCTEM
Opranuzanud U CHUCTEMBl MX 3alllUThl C Y4YETOM H3MEHEHHUH B METOAAaX U CPeICTBax
nepexpara WHPOpPMANWK, HOPMATUBHBIX TpeOOBaHWA 1O  3alIUTEe, JIOCTUTHYTOTO
OTEUYECTBEHHOI'O U 3apy0eKHOT0 OIbITa B 3TOI 00JIacTH.

5.7. PazymHasi 10CTaTOYHOCTh (3KOHOMHUECKas 11€1€CO00pa3HOCTD)

[Ipenmonaraer COOTBETCTBUME YPOBHS 3arpaT Ha oOecrieueHne Oe30MacCHOCTH
NEPCOHANBHBIX JAaHHBIX I[EHHOCTH HH()OPMAIMOHHBIX PECYPCOB M BEIMYMHE BO3MOXKHOTO
yiiepba OT uX pasriamieHus, yTpaThl, YTeUKH, YHUUTOKEHUSI U UCKaxeHus. Vcmonp3yembie
Mephl M CpelncTBa oOecredeHus: 0e30MacHOCTH HH()OPMAIIMOHHBIX PECYpPCOB HE IOJDKHBI
3aMETHO yXYALIaTh SPrOHOMUYECKUE MOKa3aTeau paboThl KOMIIOHEHTOB MH()OPMAIMOHHBIX
cucreM Opranm3anuu. W3numbue Mepbl 0€30MacCHOCTH, TIOMHMO 3KOHOMHYECKOU
Hed(P(HEKTUBHOCTH, IPUBOJIAT K YTOMIICHHUIO U Pa3ApaKeHHIO TIepCOHana.

Coznarh aOCOMIOTHO HETIPEOAOTUMYIO CUCTEMY 3aIUThI MPUHIIMITHAIIBHO HEBO3MOKHO.
[Toka mepcoHallbHBIE TaHHBIE HAXOJATCS B OOpallleHWH, TPUHUMAEMbIe MEPhl MOTYT TOJBKO
CHHU3HUTH BEPOSITHOCTh HEraTUBHBIX BO3ACUCTBUI WM yIIepO OT HUX, HO HE UCKIIOYUTH MX
HNOJHOCTBIO. [IpuM JAOCTaTOUHOM KOJMYECTBE BPEMEHM M CPEACTB BO3MOXKHO MPEOJOJIETh
mro0yro 3ammTy. [loaTOMy MIMeeT CMBICI paccMaTpuBaTh HEKOTOPBIA MPUEMIIEMBIH YPOBEHb
oOecrieueHuss Oe3omacHOCTH. BricokoaddexTuBHasE cuUCTeMa 3alUThl CTOUT JIOpPOTro,
UCTIONB3YeT TPU paboTe CYIIECTBEHHYIO YacTh PECYpCOB, M MOXKET CO37aBaTh OIIyTUMBIC
TOTIONTHUTEIbHBIE  HEYA0OCTBA  MONB30BaTeNsIM. BaXHO MpaBUIBHO  BBIOpPATh  TOT
JIOCTAaTOYHBIA YPOBEHB 3aIIUTHI, IPH KOTOPOM 3aTpPaThl, PUCK U pa3Mep BO3ZMOXKHOTO yriepoa
ObUTH OBI TPUEMIIEMBIMH.

5.8. IlepconasibHast OTBETCTBEHHOCTh

[Ipeamonaraer BO3J0KEHHE OTBETCTBEHHOCTH 3a obecrieueHHe Oe30MacHOCTH
NIEPCOHATBHBIX JAHHBIX M CUCTEMBI X 00pabOTKH Ha Ka)XXIOTO COTPYIHHKA B IpENeNax ero
NOJHOMOYHI. B COOTBETCTBMM € 3TMM MPHUHLUIIOM paclpeesieHHe MpaB M 00s3aHHOCTEH
COTPYIHUKOB CTPOUTCA TakUM o0Opa3oM, 4TOOBl B cCiy4ae JIF0OOOr0 HapyIIeHUsS Kpyr
BUHOBHUKOB OBLT YETKO U3BECTCH UJIU CBEJICH K MUHUMYMY.

5.9. MuanMH3aUs TOTHOMOYHH

O3Hauaer TpeNOCTaBIEHUE TMOJNH30BATENsIM MHUHHUMAJIBHBIX TMpaB JOCTyma B
COOTBETCTBHUH CO CITy)KEOHOW HEOOXOTUMOCTHIO. J[OCTYI K MepCOHALHBIM JTAHHBIM JTOJIKEH



IPEJOCTABIISATHCS TOJIBKO B TOM cly4dae M 00bEMe, €ClIM 3TO HEOOXOJUMO COTPYAHUKY JUIs
BBINOJIHEHUS €r0 JOJDKHOCTHBIX 00s3aHHOCTEH.

5.10. HcknroueHue KoH(MIMKTAa HHTEPECOB (pa3aencHue yHKITHA)

DddekTuBHas cucteMa oOecriedyeHuss WH(OOPMAIMOHHOW 0€30MacHOCTH IMpeAIoiaracT
YeTKoe paszieficHHe OOsS3aHHOCTEH COTPYIHUKOB M HMCKIIOYEHHE CHTyalud, Koraa cdepa
OTBETCTBEHHOCTU COTPYJHHMKOB JIONycKaeT KOHQUIMKT mHTepecoB. Cepbl NOTEHIMAIbHBIX
KOH(JIMKTOB JOJDKHBI BBISBIATHCSA, MHUHUMH3HPOBATHCS, W HAXOAWUTCS TMOJ CTPOTHM
HE3aBUCUMbBIM KOHTpojeM. HagneneHnue coTpyAHUKAa IOJIHOMOYMSAMH, HOPOXKAAOLUIMMU
KOH(JIMKT HHTEPECOB, JAET €My BO3MOXXHOCTh M3MEHATh MHPOPMALIMIO B KOPBICTHBIX IIEIISX,
B TOM 4YMCJ€, YTOObI CKpBITh IPOOJIEMBbI WM MOHECEHHbIE YOBITKU. ISl CHUMXKEHUs pUCKa
MaHMITYJUPOBAHMS TEPCOHATBHBIMU JAaHHBIMH M PHCKAa XHILIEHHS, TaKUe IOJHOMOYHUS
JOJDKHBI  OBITh pPa3[elIeHbl MEXAY pasIMYHbIMU COTPYAHUKAMU MM HOJPa3/eICHUSIMU
opranuzaiui. Heo0XoauMo MpOBOAUTH MEPUOANYECKUE MTPOBEPKH OO0SI3aHHOCTEH, (QYyHKIMN
U JIeATENIbHOCTU COTPYIHUKOB, BBIMOIHSAIOUINX KITIOUEBble (YHKIIHH.

5.11. BzaumopeiicTBUE U COTPYAHUUECTBO

[Tpeanonaraer cozganue OnaronpusTHOW aTMocdepsl B KoiektuBe Opranuzauuu. B
TaKOW 0OCTAaHOBKE COTPYAHMKH JTOJDKHBI OCO3HAHHO COOIO/ATh YCTAaHOBJIGHHBIC NIPAaBUIA U
OKa3blBaTh COJEHCTBHE JIEATEIBHOCTH OTBETCTBEHHOTO 3a O0pabOTKYy NEepPCOHAIBHBIX
JTAHHBIX.

BaxubiM  3nemeHTOM  3((deKTuBHOW  cuUCTeMbl — obecriedeHuss  0e30MacHOCTH
NEPCOHANBHBIX JaHHBIX B OpraHum3anuu SBISETCS BBICOKAas KyJIbTypa pabOTBI €
uHpopmanueil. PykoBosactBo Opranusanuu HeCceT OTBETCTBEHHOCTh 3a CTPOroe coOtoAeHue
THYECKMX HOPM M CTaHAAPTOB TNPO(PECCHOHANBHOW AEATEIBHOCTH, MOJYEPKUBAIOIICH U
JIEMOHCTPHUPYIOLIEH MepcoHaTy Ha BCEX YPOBHAX BaXHOCTb oOecredeHus MHPOPMalMOHHON
6e3onacnoctu Opranuzanuu. Bee corpyanuku Opranuszanuu A0HKHBI TOHUMATh CBOKO POJIb
B mpolecce obecredeHuss HHPOPMALMOHHON 0€30MacHOCTH M NMPUHUMATh Y4acTHE B 3TOM
npouecce. HecmoTpst Ha TO, 4TO BBICOKas KyJbTypa oOecredeHus: HHGPOPMalMOHHON
0€30I1aCHOCTH HE IrapaHTUPYET aBTOMATUYECKOI0 JOCTHXKEHHUSI 11eJIel, e OTCYTCTBHE CO3aeT
OoJbIIe BO3MOXKHOCTEH Il HapylIeHUs O€30MacHOCTH WM He oOHapykeHus (paktoB ee
HapyILICHHUS.

5.12. I'nOGKOCTb CHCTEMBI 3aLUTHI

Cucrema obecriedeHuss MH(OpPMAIMOHHONW O0€30MacHOCTH JOJDKHA OBITh CIIOCOOHA
pearupoBaTh Ha U3MEHEHUsI BHEITHEH Cpellbl U yCIOBUN ocymecTBieHwst OpraHu3aiiy CBOeH
JeSITeIbHOCTH. B uncino Takux u3MeHeHui BXOIAT:

— HW3MEHEHHUs OpraHU3alMOHHOMN U ITaTHOHN CTPYKTYpbl Opranuzanuu;

— W3MEHEHHE  CYIIECTBYIOIIMX  WIM  BHEAPEHHE  IPUHLUIIMAIBHO  HOBBIX
MH(OPMALIMOHHBIX CUCTEM;

— HOBBIE TEXHUYECKUE CPEICTBA.

CBOICTBO THOKOCTM CHCTeMBI oOOecnedeHus: HMHQPOPMAIMOHHON 0€30MacHOCTH
n30aBJIeT B TAKUX CUTYallUSIX OT HEOOXOJUMOCTH NMPHUHATUS KapJAHHAIbHBIX Mep MO MOJHON
3aMEHE CPEJICTB U METOIOB 3alllUThl HA HOBBIE, UTO CHUXKAET €€ OOIIYI0 CTOMMOCTb.

5.13. OTKpBITOCTH aITOPUTMOB U MEXAHU3MOB 3aIUThI

CyTb npuHIMIA OTKPHITOCTH aJITOPUTMOB U MEXAHU3MOB 3aIUTHl COCTOUT B TOM, YTO
3alUTa He JOJDKHA 00ECIeYnBaTHCS TOIBKO 33 CYET CEKPETHOCTU CTPYKTYPHOI OpraHu3aiuu
U aJrOpUTMOB (PYHKIIMOHUPOBAHUS €€ MOJCUCTEM. 3HAHUE AJITOPUTMOB PabOThl CHCTEMBI
3alUTHI HE TOJKHO J1aBaTh BO3MOXHOCTH €€ MPEoI0JIeHUs (Jlaxke aBTopam). ITo, OJIHAKO, HE
O3HAYaeT, 4To MHpopMalus 00 HCIOJIb3YEMBIX CHUCTEMaX W MEXaHHM3MaX 3allluThl JIOJKHA
OBITH OOIIIEIOCTYITHA.

5.14. TIpocToTta NpyUMEHEHUS CPEACTB 3aIIUThI

MexaHu3Mbl ¥ METOJbl 3aIUThl JOJKHBI OBITh MHTYUTHUBHO MOHSATHBI U MPOCTHI B
ucnoibp3oBaHuu. [IpumMeHeHne cpeAcTB U METOJOB 3alllUThl HE JOHKHO OBITh CBA3aHO CO
3HAaHUEM CIEIHAIbHBIX S3bIKOB MU C BBIMOJIHEHUEM JeHCTBUM, TpeOyIOIUX 3HAYUTEIbHBIX



JOTIOTHUTEIFHBIX TPYI03aTpaT MpU OOBIYHOM paboTe 3aperuCTPUPOBAHHBIX MOJIH30BATEIICH,
a TaKke He JOJHDKHO TPeOOoBaTh OT MOJI30BATENsI BHIIOJIHEHUS PYTUHHBIX MAJIOTIOHATHBIX eMY
onepauui.

5.15. OGOCHOBaHHOCTH M TEXHUUYECKAS PEaTU3yEMOCTh

WNudopMannoHHbIE TEXHOIOTUH, TEXHUYECKUE U MPOTPaMMHBIE CPENICTBA, CPEACTBA U
MEpbI 3aLIUTHI IEPCOHATBHBIX JAHHBIX JIOJDKHBI OBITh pEean30BaHbl HA COBPEMEHHOM ypPOBHE
pPa3sBUTHS HAYKH U TEXHHMKH, OOOCHOBAaHBI C TOYKH 3PEHUS JOCTHKEHUS 33aJaHHOTO YPOBHS
Oe3omacHOCTH WHGOPMALMM M HSKOHOMUYECKOM I€J1ecO00pa3sHOCTH, a TaKXkKe JOJKHBI
COOTBETCTBOBATH YCTAHOBJIICHHBIM HOpPMaM U TPeOOBAHUSAM 110 O€30MaCHOCTH MEPCOHATBHBIX
JAHHBIX.

5.16. Crnenmanu3zanys 1 IpopecCuoHaIn3M

[Ipenmonaraer MCHOJIb30BaHUE CPEACTB 3alIUTHI, pa3pabOTaHHBIX OpPraHHU3ALUSIMHU,
UMEIOIIMMH MPU3HAHHBIN MPO(EeCCHOHANBHBIN OIBIT B 3TOM BHJE JIEATENBHOCTH. Peanu3arms
aIMUHHUCTPATUBHBIX MEpP U OKCIUTyaTalus CPEACTB 3allUThl JOJDKHA OCYIIECTBISITHCS
npo¢eCCHOHATIBHO TMOATOTOBICHHBIMHU crenuamiuctamMu Opranu3anuu (OTBETCTBEHHBIX 32
OpraHHU3aIHI0 IEPCOHABHBIX JaHHbIX).

5.17. O06s3aTeNbHOCTh KOHTPOJISA

[Ipenmonaraer 0043aTeNbHOCTh M CBOEBPEMEHHOCTH BBIABICHUS U IPECCUYCHUS
MOTIBITOK HAPYIICHUS! YCTAHOBJICHHBIX IMPaBHJI, OOeCTieuyeHHs OE30MaCHOCTH MEPCOHAIBHBIX
JAaHHBIX, HA OCHOBE UCIOJIb3YEMbIX CUCTEM U CPECTB 3aIIUTHI IEPCOHATBHBIX TaHHBIX.

Henocratku cuctemsl oOecrniedyenns WH()OpPMAIMOHHOW O€301TaCHOCTH, BBISBICHHBIC
corpyaHukamu OpraHusaiuu, T0JKHBI HEMEAJIEHHO JTOBOJUTHCS IO CBEJICHUS PYKOBOAUTENS
Opranu3anuy ¥ ONepaTHBHO YCTPaHATHCS. BOMpPOCH], KOTOphIe KaXXyTCsl HE3HAYUTEIBbHBIMH,
KOrJla OTAENIbHBIE MPOILECChl PAacCMaTPUBAIOTCS H30JUPOBAHHO, TPU PACCMOTPEHUH HX
HapsAy C APYTUMH acCleKTaMH MOTYT yKa3aTh Ha OTPHIIATEIbHbIC TEHICHIIMH, T'PO3SIINE
nepepacTy B KpyHHbIE HEJAOCTATKH, €CII OHU HEe OyIyT CBOEBPEMEHHO yCTPAHEHBI.

6. Mepnl o0ecnieuenusi ”HGOPMAITMOHHON 0€30MACHOCTH

Bce wmepsl obecriedeHust Oe3omacHOCTH HMH(OPMAMOHHBIX cucteM OpraHuzanuu
NOJPA3EIIAIOTCS Ha:

— TpaBOBbIE (3aKOHOAATENIBHBIE);

— MOpPAJIBHO-ITHUYECKHUE;

— TEXHOJIOTUYECKUE;

— OpraHu3alMOHHBIE (aIMUHUCTPATHUBHBIE);

- (usnueckue;

— TEeXHHMYECKue (anmnapaTypHble U IPOrpaMMHBIE).

6.1. 3akoHoaTenbHbIE (IPABOBbIE) MEPHI 3AILUTHI

K mpaBoBeIM MepaM 3alUTBl OTHOCATCSA IEHCTBYIOIIME B Poccnm 3aKoHBI, yKasbel H
HOpPMaTHBHBIE aKThl, PeriJaMEeHTHUPYIOIIME MpaBuiia OOpalleHusl ¢ MepCOHAIbHBIMU JJAHHBIMHU,
3aKpEIUIAIOLIUE TIpaBa U 00S3aHHOCTH YYaCTHUKOB MH(OPMAIIMOHHBIX OTHOILIEHUH B IIporecce
UX 00paOOTKHU M MCIIOIb30BaHMS, A TAK)KE YCTAaHABIMBAIOIINE OTBETCTBEHHOCTh 33 HApYyLICHHUs
3TUX mnpaBwi. llpaBoBble Mephl 3alUIUTBI  HOCAT B  OCHOBHOM  YIPEXIAOIIUM,
npoQUIAKTUYECKU XapakTep M TPeOYIOT IOCTOSHHOM pPa3bsACHUTENBHOM paboOThl ¢
MOJIb30BATESIMUA U 00CITY>KUBAIOIINM IIEPCOHATIOM HH(POPMAIIMOHHBIX cucTeM OpraHu3aiui.

6.2. MopanbHO-3THYECKHE MEPBI 3ALUTHI

K MopanibHO-3THYECKMM MepaM OTHOCSTCS HOPMbI MOBEACHHUS, KOTOpPbIE TPAAUIIMOHHO
CIIOXKUJIMCh WJIM CKJIAJIBIBAIOTCS 110 Mepe pacHpoCTpaHeHUs MH(GOPMAIIMOHHBIX TEXHOJIOTUN B
o01ecTBe. DTH HOPMBI OOJIBIIEH YaCThIO HE SBISAIOTCS 00s3aTeNbHBIMU, KaK 3aKOHOATEIEHO
YTBEP)KJIEHHbIE HOPMATUBHBIE AKThI, OJTHAKO, X HECOOIIOCHNE MOKET MPUBECTU K MaJIEHUIO
aBTOpUTETA, IpPECTHKA YEJIOBEKAa, TPYIIBl JMII WIM OpraHu3anuu B 1eaoM. MopaibHo-
ATUYECKHE HOPMBI OBIBAIOT KaK HEIMHUCAaHble, TaK W IHCaHble, TO €CTb O(QOpPMIICHHbIE B
HEKOTOPbIM CcBOJ (YCTaB) MpaBWJ WM NpeanucaHuidi. MopajJbHO-3THYECKHE MEphI 3alUThI



SBJSIIOTCS. TIPOPUIAKTUYECKUMH, U TPEOYIOT MOCTOSHHON paboThl MO CO3MAaHMIO 370POBOTO
MOPAJIBHOTO KJIMMaTa B KOJJICKTHUBE.
6.3. TexHOIOrMYeCKHEe MEPhI 3aITUTHI

K nanHOMy BHIly Mep 3alllUThl OTHOCSTCS Pa3HOI'O poJa TEXHOJIOTMYECKUE PELICHUs U
NpUEMbI, OCHOBAHHBIC HAa HCIIOJIb30BAHUH HEKOTOPHIX BUIOB M30BITOUHOCTH (CTPYKTYPHOM,
(GyHKIMOHATBHOM, MH()OPMALlMOHHON, BPEMEHHON U T.II.) U HAIIPaBJIECHHbIC HA YMEHbILIECHHUE
BO3MOXKHOCTH COBEPILCHHUS COTPYIHUKAMH OIMOOK M HApYIICHUH B paMKax MPeAOCTaBICHHBIX
UM IIpaB U IOJTHOMOYUIA.

6.4. Opranu3aloHHble (aIMUHUCTPATUBHBIC) MEPBI 3ALLUTHI

Opranu3anoHHble (aIMUHUCTPATUBHBIEC) MEPHI 3AILUTHI — 3TO MEPbI OPraHU3aLIMOHHOTO
XapakTepa, perjaMeHTHPYIOUIME Mpolecchl (YHKIMOHUPOBAHUS CHCTEMbl 00pabOTKH
NEPCOHAIBHBIX JIaHHBIX, MCIIOJIb30BAHUE €€ PECYpPCOB, JESATEIbHOCTh OOCITYKMBAIOILETO
IIepCOHANIA, a TAKXKEe MOPSIOK B3aUMOJAEHCTBUS I0JIb30BATENIEH C CUCTEMON TakuM 00pa3zoM,
4T0O0Bl B HAMOOJBILEH CTENEHH 3aTPYJHUTh MM UCKIIIOYUTH BO3MOXKHOCTD PeaTU3allii yrpo3
0€30MaCHOCTH WJIM CHU3UTD pa3Mep MOTEPh B CIydae UX peaar3aluy.

6.4.1. ®opMupoBaHKE MOJUTUKH OE30TTACHOCTH

['maBHass wenb  AJAMUHHMCTPAaTHBHBIX ~ Mep, HNpPEANPUHUMAEMBIX HA  BBICIIEM
YIIPaBJICHYECKOM YPOBHE — COPMHUPOBATH MOJIUTUKY B 00JacTH obecnieyeHus 0e30acHOCTH
[EPCOHAIbHBIX JAHHBIX (OTPAKAIOLIYI0 IOAXOJbl K 3allUTE IEPCOHANBHBIX MJAHHBIX) U
o0ecIeunTh ee BHINOJIIHEHNE, BBIIENss HEOOXOIUMbIE PECYPChI U KOHTPOJIUPYS COCTOSIHUE Jell.

C mpakTu4eckod TOYKM 3peHMs IOJUTUKY B 00JacTH obecneueHus Oe30IacHOCTH
NEPCOHAIBHBIX JaHHBIX B OpraHuszanuu 1enecooOpa3Ho pa30ouTh Ha JBa ypoBHsS. K BepxHemy
YPOBHIO OTHOCATCSI PELICHUs] PYKOBOJCTBA, 3aTparuBaroliue JesresbHocTh OpraHuszanuu B
nenoM. [lonuTuka BEpXHETo ypoBHsI JOJDKHA YE€TKO OYEPTUTH Cepy BIUSHUS U OrPAHUICHHS
OpU  ONpe/eNeHUH Leneil 0e30IacHOCTH IMEepCOHAIBHBIX JAHHBIX, OIPEAEIUTh KaKUMHU
pecypcaMu (MaTrepHaigbHble, CTPYKTYpHBIE, OpraHU3allUOHHbIE) OHU OYAYyT AOCTUTHYTHI, U
HaTH pa3syMHbII KOMIPOMHCC MEXIY INpPUEMIEMBIM ypOBHEM 0€30IacCHOCTH U
(YHKIHOHAJILHOCTBIO.

[TonuTHKa HUKHETO YpOBHSI, ONPEAEISET MPOLEAYPhI, U MIPaBUIa TOCTHXKEHUS Lesiel U
pelieHus 3a1a4 6e30MacHOCTH MEPCOHANBHBIX JaHHBIX U JIETATU3UPYET (PErjlaMeHTHPYET) ITH
npaBuia:

— KAaKOBbl pOJIM M OOS3aHHOCTU JOJDKHOCTHBIX JIML, OTBEYAIOLIUE 3a IPOBEICHUE
MOJIUTUKH O€30MaCHOCTH MEPCOHATIBLHBIX JAHHBIX;

— KTO MMEEeT IpaBa JOCTyNa K NEPCOHAIbHBIM JIaHHBIM, KTO U MpPH KaKUX YCIOBUSAX
MOXET YUTaTh U MOAU(DUIIMPOBATH EPCOHAIBHBIE JAHHBIE U T.1.

[TonuTHKa HUKHETO YPOBHS JOJDKHA:

— IpeaycMaTpuBaTh perjaMeHT HWHQOPMALMOHHBIX OTHOLIEHWH, WCKIIIOYAOIINX
BO3MOXHOCTb IIPOM3BOJIbHBIX, MOHOIIOJBHBIX WM HECAaHKIMOHUPOBAHHBIX JACHUCTBUI B
OTHOILIEHUH NH(OPMAIIMOHHBIX PECYPCOB;

— OMNpeneNsITh KOATUIMOHHBIE W HMEpPapXUUYECKHE NPUHIUMBI U METOJbl pa3/esIeHUs
CEKPETOB U pa3rpaHUYEHUs OCTYNA K IEPCOHATIBHBIM JIAHHBIM;

— BBIOMpaTh NPOrPAMMHO-TEXHUUYECKHE (armapaTHble) CpelICcTBa MPOTUBOJCHCTBUS
HC/Jl, ayrentu¢ukanmu, aBTOpu3aluy, HUISHTU(HUKAIUNA U APYTHX 3aIIUTHBIX MEXaHH3MOB,
o0ecrneunBarouX  rapaHTUM  pealM3allid  MpaB M OTBETCTBEHHOCTH  CYOBEKTOB
MH(POPMAIIMOHHBIX OTHOILICHUH.

6.4.2. PernmamenTanus 10CTyIa B TOMELIEHUS

Kommonentsl uH(opManMoHHBIX cucTeM OpraHu3anyu JODKHBI pa3MeIlaTbes B
MOMEIICHUSAX, HaXOASIIUXCS O]l OXPaHOW MM HaOI0JCHUEM, UCKIIIOYAOIIMM BO3MOKHOCTh
OECKOHTPOJILHOTO MPOHUKHOBEHUS B IOMEIIEHHsS TOCTOPOHHHUX JIMII M OO0ECIeYMBAIOLINM
(U3NYECKYI0 COXPAaHHOCTh HAXOISAIINXCS B TOMEIEHUH 3alUIIAEMbIX PECYPCOB (JOKYMEHTOB,
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APM u T.a.). Y0opka Takux TOMEUICHWH JOJDKHA TPOU3BOIUTHCS B IPUCYTCTBUH
OTBETCTBEHHOI'O COTPYAHUKA, 33 KOTOPBIM 3aKPEIUIEHB! JaHHBIC KOMIIOHEHTBI, C COOJIIOAEHUEM
Mep, UCKITIOYAOIIHX JIOCTYI MTOCTOPOHHUX JIUII K 3aIIMIIAEMbIM HH(POPMAIIMOHHBIM PECypcaMm.

Bce nocroponnue nuia J0MycKaroTcs B IOMELICHUS ¢ KOMIIOHEHTaMHU HH(OPMAIUOHHON
CHCTEMBI TOJIBKO B IPUCYTCTBUU COTPYIHUKOB OpraHu3anum.

[To oxoHUaHWM pabOYero JHS, MOMEIICHHUS, B KOTOPBIX Pa3MEINAIOTCs KOMIIOHEHTHI
WHPOPMAIMOHHBIX cucTeM OpraHu3anuy, JOJDKHBI 3alUpaThCsl W MEpeaBaTbCs MO
HaOJIIOICHHE.

6.4.3. PernamenTanus AONYCKa COTPYAHHUKOB K HCIIOJIb30BAaHUIO HH(OPMAIIMOHHBIX
pecypcoB

B pamkax pazpemmrenbHON cucTeMbl (MaTpPUIlbl) TOCTYyIa YCTAaHABIUBACTCA: KTO, KOMY,
Kakyl0o WHPOPMAIMIO W Ui KAaKOro BHA JOCTYIIa MOXKET NPEIOCTaBUTh M MPH KaKUX
YCIIOBUSX.

Jomyck momnb3oBareneid Kk pabore ¢ mHGOpMALMOHHBIMU cucTeMamMu OpraHuzaiud 1
JOCTYII K MX pecypcaM JOJDKEH OBITh CTPOTO periiaMeHTUpoBaH. JIioOble M3MEHEHHS COCTaBa U
MOJTHOMOYHH! MOJIb30BaTENEH MOICUCTEM JI0JKHBI IPOU3BOIUTHCS YCTAHOBICHHBIM IOPSIKOM.

YpOBEHb  TOJHOMOYMI  KaXIIOTO TIOJB30BATENs  ONPEICISCTCS  HMHIAMBUIYAIBHO,
coOuro1as cleayromme TpeOoBaHus:

— KOXIbIl COTPYAHUK IMOJB3YeTCs TOJNBKO IPEANUCAaHHBIMM €My IIpaBaMH IO
OTHOILIEHUIO K IIEPCOHATIBHBIM JAHHBIM, C KOTOPBIMH €My HE00X0/1uMa paboTa B COOTBETCTBUU
C JIOJDKHOCTHBIMU 00s13aHHOCTAIMH. PaciipeHue npaB JOCTyla U HpelocTaBlIeHHe J0CTyma K
JIOTIOJIHUTENbHBIM ~ MH(GOPMALIMOHHBIX pecypcaM, B O0S3aTEIbHOM IOPSAIKE, JIOJKHO
COIJIaCOBBIBATHCS C OTBETCTBEHHBIM 32 OPraHU3alMI0 00pabOTKH NEPCOHATILHBIX JIaHHbIX;

- pykoBoguTenb OpraHuzalud HMeEeT IpaBa Ha NOPOCMOTP HUHGPOPMALUK CBOUX
NOJYMHEHHBIX TOJBKO B YCTAaHOBJICHHBIX Tpelesiax B COOTBETCTBHH CO CBOMMH
JOJKHOCTHBIMU O0SI3aHHOCTSIMH.

Bce corpynnuku Opranuzanud ¥ 0OCTYKMBAIOIIMK TMEPCOHAN, JIOJDKHBI HECTH
MEPCOHANBbHYI0 OTBETCTBEHHOCTh 3a HAPYIICHHWS YCTAaHOBJICHHOTO TOpsiAKa 00paboTKU
NePCOHATILHBIX JTAaHHBIX, MPAaBUJI XPAHEHHs, UCTIONB30BAHUS M TIepeaull HaXOMAIMIUXCS B UX
PACHOPSDKEHUHU 3alUIAEMbIX pPecypcoB cuUcTeMbl. Kakablii cOTpynHHMK (IIpU Hpueme Ha
paboTy) JOMKEH TMOANMMUCHIBAThH O0S3aTEIhCTBO O COOJIFOJIGHWM W OTBETCTBEHHOCTH 3a
HapylIeHHe YCTAHOBJEHHBIX TpeOOBaHUI 1O COXpPaHEHHIO TEPCOHAIBHBIX JAHHBIX
Opranuzanuu.

OO0paboTka NEpCOHAIbHBIX JAHHBIX B KOMIIOHEHTaX HWH(QOPMAIMOHHBIX CHCTEM
Opranu3zanuu J0JKHA TPOU3BOAUTHCS B COOTBETCTBUHU C YTBEPKICHHBIMU TEXHOJIOTHUYECKUMU
UHCTPYKIHSMH.

6.4.4. PernameHTanus IpOLECCOB OOCITYKMBAaHUS M OCYIIECTBICHUS MOIUPUKALIUN
anmapaTHBIX ¥ IPOTPaMMHBIX PECYPCOB

B uemsx mnomgmepkanust pexuMa MH(DOPMAIIMOHHON  OE€30MacHOCTH — ammapaTHo-
nporpaMMHasi  KOH(QUIypalus  aBTOMAaTHU3UPOBAHHBIX ~ PabOYMX  MECT  COTPYIHHMKOB
Opranusanmm, ¢ KOTOPBIX BO3MOXKEH JOCTYII K pecypcaM WH(POPMAITMOHHON CHCTEMBI, JOJDKHA
COOTBETCTBOBAaTh KPYTy BO3JIOKEHHBIX Ha JaHHBIX TOJb30Bareseil  (yHKIMOHAIBHBIX
00s13aHHOCTE.

B xommoneHTax MH(QOPMAIMOHHOM CHCTEMBl M Ha pabOYMX MecTax I0JIb30BaTeneit
JIOJDKHBI YCTAHABIMBATHCS U UCIIOIb30BAThCS JIMIIEH3MOHHBIE POrpaMMHBIE CPEZICTBA.

6.4.5. ObGecnieueHre W KOHTPOJb  (PU3MUECKOW  IEIOCTHOCTH  (HEU3MEHHOCTH
KOH(UTYypalMK) anmapaTHbIX PeCypcoB

Oo6opynoBanre UHPOPMAIMOHHBIX CHCTEM, MCIOJb3yeMOE Ul JOCTYNa W XpaHEHHs
NIePCOHATIBHBIX JAHHBIX, K KOTOPOMY JOCTYI OOCTY)KHMBAIOIIEro MepcoHajla B TpoIiecce
SKCILTyaTallil He TpeOyerTcs, Mocie HajlaJO4YHbIX, PEMOHTHBIX M HMHBIX PabOT, CBSI3aHHBIX C
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JOCTYTIOM K €r0 KOMITOHEHTaM JI0JKHO 3aKpBIBAThCS.

6.4.6. TlogOop 1 MOATOTOBKA MEpcoHala, 00yueHHE MOJIb30BaTEICH

[Tonb3oBarenn WHPOPMAMOHHBIX cucTeM OpraHu3aiuu, a TakkKe PYKOBOAAIIMH U
00CITyKMBAIOLIUHA TIEPCOHAI TOJKHBI ObITh O3HAKOMJIEHBI CO CBOMM YPOBHEM ITOJHOMOYHMH, a
TaKXKe OpraHU3aLMOHHO-PACIOPSAAUTEIBLHOM, HOPMAaTUBHOM, TEXHUYECKON u
9KCIUTyaTallMOHHOM JIOKyMEHTAlLlMeH, olpenesstonell TpeOoBaHUA U MOPSA0K 00pabOoTKH
NepPCOHATIBHBIX JaHHBIX B Opranu3aium.

Obecnieyenne 0E30MaCHOCTH  TMEPCOHAIBHBIX JAaHHBIX BO3MOXKHO TOJBKO IIOCTE
BBIPAOOTKH y TOJIb30BATENIEH ONPENENICHHON KYIbTyphl pabOThl, T.€. HOPM, 00s3aTeNIbHBIX IS
UCIIOJIHEHUSI BCEMH, KTO paboTaer ¢ MH(popMannoHHbIMU pecypcamu Opranuzanuu. K takum
HOpPMaM MOKHO OTHECTH 3allpelieHue JTIOO0bIX YMBIIUICHHBIX WM HEYMBIIUICHHBIX JCHCTBUH,
KOTOpbIE HApYIIAIOT HOPMAIbHYIO pPAa0OTy KOMIIOHEHTOB HWH()OPMAIMOHHBIX CHCTEM
Opranu3zanuy, BbI3BIBAIOT JOMOJHUTEIBHBIE 3aTPaThl PECYPCOB, HAPYIIAIOT IEIOCTHOCTH
XpaHUMOH U 0OpabaTbiBaeMOi HH(POPMAIMH, HApYLIAI0T UHTEPEChl 3aKOHHBIX I0JIb30BaTelNeH,
BJIAJICTIBIIEB HITH COOCTBEHHHKOB.

Bce momp3oBarenn  umHGOpManMOHHBIX cucteM  OpraHum3any  JOJDKHBI  OBITh
O3HAKOMJICHbI C OpraHM3allMOHHO-PACTIOPSAUTENbHBIMU JOKYMEHTAMH 110 O0O0ECHEeUYEHUIO
0€30MacHOCTH MEPCOHATBHBIX AaHHBIX OpraHu3alyy, B 4aCTH, UX KacaroIecs, TOJDKHBI 3HATh
U HEYKOCHUTEJIBHO BBINOJIHATh MHCTPYKLMU M 3HaTh OOIIME O0S3aHHOCTH IO OOECHEYCHHUIO
0€30MacHOCTH TMEPCOHANBHBIX MaHHBIX. JloBeneHne TpeOOBaHWI yKa3aHHBIX JOKYMEHTOB JIO
JML, JOMYIIEHHbIX K 00pa0OTKe 3alllMIIaeMbIX [E€PCOHAIBHBIX JIAHHBIX, JOJDKHO
OCYIIECTBIIATHCS O] POCTIHCH.

6.4.7. OTBETCTBEHHOCTb 3@ HApyLICHHs YCTAHOBJIEHHOIO IOpPSAJIKa IOJb30BaHUS
pecypcaMu HH(GOPMALMOHHOM cucteMbl OpraHusanuu.

Mepa OTBETCTBEHHOCTH IlepcOHajla 3a JCHCTBHUs, COBEPLICHHbIE B HapyllIeHHE
YCTaHOBJIEHHBIX IpaBHJ obOecrieyeHus: Oe30macHoil paboThl C MEpCOHAIBHBIMH JAHHBIMHU,
JOJDKHA  OTPEIETISATHCS HAHECEHHBIM YIIEpOOM, HaTM4YHeM 3J0r0 yMbICIa W JPYTUMH
(axTopamMM 10 YCMOTPEHHIO pPyKoBOACTBa OpraHu3aiui.

Jns peanuzanuy NPUHLUNA [IEPCOHAIBHON OTBETCTBEHHOCTH IOJIb30BaTeNe 3a CBOU
eHCTBUA HEOOXOMUMBL:

- WHIUBHIyalbHass WACHTH(UKAIUSA TOJb30BaTeNed ¥ WHUIMHUPOBAHHBIX  HMH
IPOLIECCOB, T.€. YCTaHOBJIEHHE 32 HUMHU uaeHTH(dukaTopa (login, Username), Ha 6a3e KOTOpOTro
OyZleT OCYIIECTBIATHCS  pasrpaHWYeHHE JOCTyla B COOTBETCTBHHM C  IPUHIMIIOM
000CHOBAaHHOCTH JIOCTYIIA;

— TpoBepKa MOJIMHHOCTH I0JIb30BaTeNel (ayTeHTH(UKaIKsI) Ha OCHOBE MapoJIeH.

6.4.8. CpenctBa obecrnieueHus: 6€30MacCHOCTH MEPCOHATBLHBIX JTaHHBIX

Jis  obecrieuenuss uHpopMalMoHHONW Oe3omacHocTH OpraHu3alMyi  MCIOJIb3YIOTCS
CIIeTyIOIINE CPE/ICTBA 3AIHUTHI:

— (usuyeckue cpencTna;

— TEXHUYECKHE CPEJICTBA;

— cpeacTBa ACHTU(UKAUY U ayTeHTU(UKALIMY OJIb30BaTeNel;

— CpencTBa pa3rpaHUYCHUs JOCTYIIA;

— cpeacTBa 00ecCTieueHHs U KOHTPOJISI LIEIOCTHOCTH;

— CcpeacTBa OOBEKTHBHOTO KOHTPOJISI M PETUCTPAIlu COOBITHI 6€30MacHOCTH.

CpencTBa 3alUTHl JODKHBI IPUMEHSATHCSI KO BCEM pecypcaM MHPOPMALMOHHBIX CHCTEM
Opranu3zanuu, He3aBUCUMO OT UX BUA U (hOpMBI MpeICTaBICHUS HH(POPMALIUH B HUX.

6.5. ®uU3NUECKUE CPECTBA 3ALUTHI

du3nyeckue MCPBI 3alllUTBl OCHOBAHbI HAa NMPUMCHCHUU PA3HOTIO0 pOJa MCXAaHWYCCKUX,
QJICKTPOHHBIX HWJIM JJICKTPOHHO-MCXAaHHUYCCKUX yCTpOfICTB n COOPY)KCHHﬁ, CIICIMAJIbHO
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NpCAHa3HAYCHHBIX JISI  CO3daHUs (bH3H‘-ICCKPIX HpGH?ITCTBPIfI Ha BO3MOXHBIX IIYTAX
IMPOHUKHOBCHUA M JOCTYIIA NOTCHHUAIBHBIX HapyanTeHeﬁ K KOMIIOHCHTaM CUCTEMbI H
3alUIIaCMbIM  TICPCOHAJIBHBIM JAHHBIM, a TaKKXC TCXHHYCCKUX CPCACTB BH3YAJIbLHOT'O
Ha6J'IIO,Z[eHI/I$I, CBA3HU U OXpaHHOI)lI CHUI'HaJIM3alluHu.

6.6. TexHnueckue cpeCcTBA 3aIIUThI

Texauyeckue (anmapaTHO-MPOTrPaMMHBIC) MEpPhI 3aIIUTHl OCHOBaHBI HAa WCIIOJIL30BAHUH
Pas3JIMYHBIX  3JICKTPOHHBIX yCTpOﬁCTB U COCHUAJIBHBIX IpPOrpaMmMm U  BBIIOJIHAIOIINX
(caMOCTOSITENIBHO WJIM B KOMIUIGKCE C JPYTUMH CpeICTBaMH) (YHKIUH  3allUThI
(uneHTH(UKANMIO U ayTCeHTU(UKAIIUIO TOJIb30BATENICH, pa3rpaHHUYeHHE TOCTYIA K pecypcam,
PETHCTPAIMIO COOBITHIA, KpUNTOTPahUIECKOE 3aKPhITHE HHPOPMAIIH U T.II.).

C yderom Bcex TpeOOBaHHMI M MPHUHLMIOB oOecredeHrs 0e30MacHOCTU MEPCOHATBHBIX
JAHHBIX 10 BCEM HAMpPaBJICHUSM 3alIUTHI B COCTaB CUCTEMbI 3alUTHI IOJIKHBI ObITh BKITFOUEHBI
CIIEAYIOLINE CPEICTBA:

— CpelCTBa pa3rpaHUYCHUs JOCTYIMA K JIAHHBIM;

— CpeICTBa PEruCTpallMU JOCTyNMa K KOMIIOHEHTaM HWH(MOPMAIIMOHHONW CHUCTEMBI U
KOHTPOJIS 32 UCIOJIb30BaHUEM HH(pOpMaIuy;

— CpelCTBa pearupoBaHus Ha HAPYIIEHHs PeXUMa HH(OPMALMOHHON O€30I1aCHOCTH.
Ha TtexHuueckue cpeicTBa 3alllUThl BO3IAracTcs peleHNe CIEeYOIIUX OCHOBHBIX 3a/1a4:
- uaeHTU(UKAIMA U ayTeHTU(UKAINS TT0JIb30BATEICH;

— permamMeHTanys M YOPAaBJICHUE JOCTYIIOM IIOJb30BaTelIed B IIOMEILEHUA, K
(U3NYECKUM U JIOTHUECKUM YCTPOUCTBaAM;

— 3allMTa OT IPOHMKHOBEHMS KOMIIBIOTEPHBIX BHPYCOB M  pa3pyLIUTEIBHOIO
BO3JICICTBHS BPEIOHOCHBIX IIPOIPaMM;

— perucrpanusa ,HeﬁCTBHﬁ MMOJIB30BAaTCIIA B 3allIUIIICHHOM JKYPHAJIC;

— 3aluyTa JaHHBIX CUCTEMBI 3alllUThI OT JOCTYIIa HOJIL3OB8.T€H€I>'I, B 4YbH AJOJKHOCTHBIC
00513aHHOCTH HE BXOJUT pa60Ta C OTUMU JAaHHBIMU.

6.6.1. CpencrBa uaeHTubuKaUM U ayTeHTU(DUKALIMY TTOJIb30BaTeNei

B mensx mnpemorBpamieHus paboThl € pecypcamMu  MH(POPMALMOHHBIX CHCTEM
Opranuzanuu TOCTOPOHHHUX JIMI HEOOXOAMMO OOECIEeYUTh BO3MOXKHOCTH pacro3HaBaHUS
KaXJIOr0 JIETAbHOTO TMOJb30BaTens (WM Tpynn Tojb3oBarenei). AyTreHTH(UKaus
(moaTBepKACHNE MOATUHHOCTH ) TI0JIb30BATENIEH MOXKET OCYILIECTBIISATHCS:

— IyTe€M IPOBEPKH HAIWYMS y TOJb30BaTENEN KaKUX-THOO CIEUUAIbHBIX YCTPOWCTB
(MarHUTHBIX KapTOYEK, KJIOYEH, KJIFOUEBbIX BCTABOK U T.11.);

— IIyTeM MPOBEPKH 3HAHUS UMM I1apOJIEH.
6.6.2. Cpencraa pa3rpaHudeHus A0CTyna

30HBI OTBETCTBEHHOCTH M 3aJa4i KOHKPETHBIX TCXHHUYCCKUX CPCACTB PaA3rpaHUYCHUA
A0CTylla  yCTaHaBJIMBAIOTCA  HUCXOAA H3  HUX BO3MOXHOCTEH H OKCILTyaTallUOHHBIX
XapaKTCPUCTUK, OMMMCAHHBIX B TJOKYMCHTAIINU HA JaHHBIC CPEACTBA.

TexHudeckue cpencTBa pasrpaHUUEHUs JOCTyMa JOJDKHBI OOECIeYrBaTh KOHTPOIb
J0CTyma:

— Ha KOHTPOJHMPYEMYIO TEPPUTOPHIO;

— B OTJENbHBIC TTOMEIICHUS;

— K KOMITOHEHTaM HH(pOPMALMOHHON cpeapl OpraHuzalud U 3JIEMEHTaM CHCTEMBI
3alIUThI IEPCOHATBLHBIX JaHHBIX ((PU3HMUECKUl 10CTYT);

— K HH(pOpPMAIMOHHBIM peCypcaM;
— K ONEpalMOHHON CUCTEME, CUCTEMHBIM IIPOrpaMMaM U IporpaMMam 3aIiuThl.
6.6.3. CpencrBa obecrieueHusI U KOHTPOJISI LIEIIOCTHOCTH

CpCI[CTBa obOecrieueHus LIEJIOCTHOCTH BKJIFOYAIOT B CBOM COCTaB CpCACTBa pE3CPBHOIO
KOITUPOBAHUS, ITPOTrPaAMMBI aHTHBHPYCHOﬁ 3alllUThI, IPpOrpaMMbl BOCCTAHOBJICHHUA HCIIOCTHOCTHU
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OTIEPALIMOHHOM Ccpe/ibl U 0a3 JaHHBIX.

CpencTBa KOHTPOJIS IEIOCTHOCTH MH(POPMALIMOHHBIX PECYpCOB CHUCTEM TpeAHAa3HAYCHBI
JUIS CBOEBPEMEHHOT0 OOHAPYKEHUSI MOJU(PUKAIIMKN WU UCKaKEHUSI pecypcoB cucTembl. OHU
MO3BOJISIOT 00ECIEUNTh MPABMILHOCTh (DYHKIIMOHHPOBAHUS CHCTEMBI 3alUTHI U I[EJIOCTHOCTh
XpaHUMOU 1 00pabaTbiBaeMoi HH(pOpPMALIHH.

Kontponbs wnenocrHoctd MHGOpPMALMU U CPEACTB 3allUTHl, C LEIbI0 OOecreueHus
HEM3MEHHOCTH WH()OPMAIMOHHOW CpeJlbl, OMpEeAesIeMON NPEIyCMOTPEHHON TEXHOJIOTHEH
00paboTKH, M 3alUThl OT HECAHKIMOHWPOBAHHOM MOAM(HUKAIMU MEPCOHATBHBIX IaHHBIX
JIOJDKEH 00ecreunBaThes:

— CpeICTBaMHU pa3TpaHUYCHHS JOCTyIa (B MOMEMICHUS, K JOKYMEHTaM, K HOCHUTEISM
uH(pOPMAIINH, K cepBepaMm, JOTHYECKIUM YCTPOHUCTBAM H T.I1.);

— CpcacrBamMu 3JICKTpOHHOI71 IIOAIINCH,

— CpeACTBaMHU IOACYETa KOHTPOJBbHBIX CYMM (A HCHOJIb3YEMOIO0 IPOrPaMMHOIO
obecrieueHus ).

6.6.4. CpencrBa 0ObEKTUBHOTO KOHTPOJISI M PETUCTPAIIMK COOBITHI 0€301acHOCTH

CpenctBa  OOBEKTHBHOTO  KOHTpPOJISL  JIOJDKHBI — OOECHeuMBaTh  OOHapyKeHHE |
perucTpaiuio Bcex COOBITHH (neicTBuil mosb3oBareneit, nmombitok HCJl u T.m.), KOTOphIE
MOT'YT ITOBJIEYb 32 cOOOW HapyIIeHHe OE30IaCHOCTH U TIPUBECTH K BOSHUKHOBEHUIO KPU3UCHBIX
cUTyanuii. AHanu3 coOpaHHOI CpeAcTBaMHU pPErucTpaluy WHGOpPMAIMU TMO3BOJSET BBIBUTH
(dakThl COBEpLICHUS HApYyLIEHUH, UX XapakTep, I0JCKa3aTh METOJ €ro pacciefoBaHUs U
CHOCOOBI TIOWCKA HAPYIIUTENS U HCIIpaBlieHus cuTyaruu. CpeacTBa KOHTPOJS U PEeruCTpaluu
JIOJKHBI ITPEOCTABIATH BO3MOXKHOCTH:

— BEICHUSA U aHAIM3a XXYPHAJIOB PETUCTpallMd COOBITUN O€301aCHOCTH (CUCTEMHBIX
JKYpHAJIOB);

— OINEpPaTHBHOTO  OMOBELICHHS] OTBETCTBEHHOIO 3a  OpraHu3aluilo  o0paboTKu
MEPCOHAIBHBIX JAHHBIX O HAPYIICHUSX.

[Ipu peructpamuu coOBITUH 0E30MAaCHOCTH B KypHalle JOJKHA (DUKCHPOBATHCS
cieyromast nHGOpMaIvs:

— JlaTa v BpeMsi COOBITHUS;

- uaeHTu(uKaTop cyObeKTa, OCYILECTBIISIOIETO PETUCTPUPYEMOE IEHCTBHE;

- JeiicTBuE (THI JOCTYIIA).

6.7. KoHTpoib 3 PeKTUBHOCTH CUCTEMBI 3aIUTHI

Kontponps 3¢h(heKTHBHOCTH 3alIUThl MEPCOHATBHBIX JAaHHBIX OCYILECTBISIETCS C LIENbIO
CBOEBPEMEHHOI'O BBIABIECHUS W IPEJOTBPALLCHMS YTEUYKH IEPCOHAIBHBIX [AaHHBIX 3a CYET
HECAHKIIMOHUPOBAHHOTO JIOCTYIA, a TaKXe MPenyNnpexIeHUs] BO3MOXKHBIX CIELHAIbHBIX
BO3/CHCTBHI, HAIPaBJICHHBIX Ha YHUYTOKEHUE NEPCOHAIBHBIX JAHHBIX, pa3pyLIEHUE CPEICTB
uHpopmarnzauuu. KOHTpOiIb MOXET NpPOBOAUTHCA MPHUBIEKAEMBIMU JUISL 3TOM  Ienu
OpraHu3alUsAIMU, UMEIOILMMU JIMLIEH3UIO Ha 3TOT BUJ| IEATEIbHOCTH.

Onenka 3(@deKTUBHOCTH Mep 3allUThl MNEPCOHAIBHBIX JaHHBIX IPOBOAUTCA C
UCIIOJIb30BAHUEM TEXHUYECKUX U MPOTPAMMHBIX CPEACTB KOHTPOJISI HA MIPEIMET COOTBETCTBUS
YCTaHOBJIEHHBIM TPEOOBaHUSIM.
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